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Executive Summary

Businesses are embracing Al chatbots to automate customer support, generate
leads and provide personalized experiences around the clock. The global chatbot
market is valued at and is projected to reach

, reflecting rapid adoption. However, increased use of chatbots
also expands the attack surface for organizations and raises concerns about data
privacy, particularly in regulated sectors such as healthcare, finance and legal
services.

This white paper explains the privacy risks associated with Al chatbots, outlines
best practices for protecting sensitive information, and describes how HoverBot's
architecture incorporates privacy-by-design features such as PIl masking and
human-in-the-loop safeguards to meet compliance requirements and build trust.

1. Introduction: Why Privacy Matters in Chatbots

Chatbots handle a wide range of customer interactions—from answering simple questions
to processing orders and collecting user information. According to research,

have interacted with a chatbot in the last year and report positive
experiences.

In regulated industries, these interactions often involve personally identifiable information
(Pll), payment details or protected health information. Regulations such as the General Data
Protection Regulation (GDPR) and Health Insurance Portability and Accountability Act
(HIPAA) require companies to protect personal data, obtain user consent and provide
mechanisms for data access and deletion. Non-compliance can result in heavy fines and
reputational damage.



2. Data Privacy Risks and Compliance Challenges

2.1 Risk of Data Leakage

Al chatbots can expose sensitive data if they are misconfigured or compromised. Potential
risks include:

v~ Over-permissioning — bots with broad access rights may inadvertently reveal
confidential information

v~ Prompt injection and jailbreaking — malicious users can trick a bot into divulging
secrets or performing unintended actions

v~ Unmonitored activity and insecure integrations — when chatbots call APIs or
databases without proper logging and safeguards, unauthorized access may go
undetected

v~ Training on sensitive data - if models are trained on proprietary data without
proper anonymization, the information can be exposed in responses

These risks underscore the need for guardrails that prevent bots from accessing or
exposing PILI.

2.2 Reqgulatory Requirements

In sectors such as finance and healthcare, chatbots must comply with data protection
regulations, including:

GDPR - requires clear user consent, limited data collection, rights for data access and
deletion, and strong encryption. Chatbots must provide mechanisms for users to correct or
delete their data.

HIPAA - mandates confidentiality, integrity and availability of electronic protected health
information. Organizations must implement administrative, physical and technical
safeguards.

PCI DSS (Payment Card Industry Data Security Standard) - dictates how payment data
must be handled in chatbots.

Creating a compliance strategy requires risk assessments, policies and procedures for data
handling, employee training and regular audits.



3. Key Privacy Techniques: Pll Masking and
Human-in-the-Loop

3.1 Pll Masking

PIl masking is the process of detecting and obfuscating personally identifiable information
before it is processed by a chatbot or large language model. Data masking can include
redacting names, addresses, credit card numbers or phone numbers so that the Al sees
only anonymized tokens. The Iguazio risk management framework lists "masking, redacting
and anonymizing sensitive information like financial data and PII" as a recommended
control for chatbots across all risk appetites.

By removing or replacing sensitive data, businesses reduce the risk of unauthorized
disclosure and ensure that training data remains compliant. HoverBot automatically detects
Pll in user inputs and masks it before any data is sent to the underlying language model,
keeping customer data safe. This ensures that information such as email addresses or
order numbers is protected, even if the conversation logs are later used for analysis or
model improvement.

3.2 Human-in-the-Loop Safeguards

While Al can handle most interactions, certain scenarios require human judgment—
especially those involving financial transactions, sensitive customer issues or legal advice.
A human-in-the-loop (HITL) mechanism allows the bot to transfer conversations to a
human agent for review or approval.

The Iguazio framework recommends HITL approval before executing critical operations like
financial transactions. HoverBot incorporates configurable HITL guardrails so companies
can define when a human should intervene, ensuring compliance and maintaining
customer trust.



4. Best Practices for Secure Chatbot Deployment

v/ Access control and segmentation - limit the bot's access to sensitive systems
and data. Store conversation logs separately from critical databases and use API
gateways to segment chatbots from backend systems

v~ Data minimization and consent — collect only the information necessary for the
interaction, obtain explicit user consent and provide clear privacy notices

v~ Encryption and secure storage — encrypt data in transit and at rest to prevent
interception

v~ Monitoring and logging — trace chatbot interactions, detect anomalies and log
access requests to detect potential misuse

v/ Role-based access control (RBAC) - restrict the bot's permissions based on
least privilege principles

v~ Regular audits and incident response plans — perform periodic compliance
audits, train staff on privacy protocols and develop a response plan for security
incidents

v~ Prompt filtering and content guardrails — implement filters to prevent prompt
injections and ensure that responses do not contain toxic or sensitive content

v~ Timeout and re-authentication - require users to reauthenticate after a period of
inactivity, particularly when accessing personal data or performing actions

5. Regulated-Industry Use Cases and Risk Levels

5.1 Low-Risk Use Case: FAQ Assistant

In this scenario, the chatbot answers general questions without accessing personal
data—ideal for businesses that prioritize security over automation. The bot is
air-gapped from sensitive systems, and no PIl is processed. Security measures
include rate limiting, CAPTCHAs, basic logging and isolation from transactional
systems.



5.2 Medium-Risk Use Case: Personalized Recommendations &
Order Tracking

Here, the bot offers personalized product suggestions and helps customers track
orders. It accesses inventory and order status data via secure APIs but does not
handle payment information. Security measures include role-based access control,
data masking for partial order details, encryption and session timeouts. This setup
balances customer convenience and privacy.

5.3 High-Risk Use Case: Transactional Chatbot

A high-risk bot can process payments, apply discounts and manage returns. This
approach requires robust safeguards: multi-factor authentication, zero-trust access
models, adversarial testing against prompt injection, secure logging and HITL
approval before executing financial transactions. Strong controls protect users from
fraud while allowing seamless transactions.



6. HoverBot's Privacy-First Architecture

Key Capabilities

— Seamless integration and customization - the chat widget installs on
any website with minimal setup and can be tailored to match your
brand

— Context-aware Al - HoverBot uses customizable language models to
deliver natural, real-time responses based on your knowledge base

— Knowledge base management - import documents, URLs, APIs and
databases to ensure accurate answers

— Lead-generation automation — detect buying intent and collect user
details to create structured lead cards

— Privacy by default — automatically detect and mask PIl before passing
data to the language model and provide HITL escalation for sensitive
topics

— Advanced analytics and multi-language support — track
performance and engage users globally

By combining these capabilities with the best practices outlined above, HoverBot enables
organizations to leverage Al chatbots while maintaining compliance and protecting
customer trust.

7. Conclusion

The adoption of Al chatbots is accelerating, driven by significant cost savings and
improved customer experiences. Yet with greater power comes greater responsibility.
Businesses must protect their users' data and comply with regulations, particularly in
sectors handling sensitive information.

Pl masking and human-in-the-loop mechanisms are essential components of a
privacy-first chatbot strategy. By implementing access controls, encryption, monitoring and
other guardrails, companies can mitigate risks and harness the full potential of
conversational Al.



HoverBot exemplifies this approach. Its privacy-by-design architecture, including automatic
PIl masking and configurable HITL safeguards, allows businesses to deploy powerful
chatbots with confidence. Whether you operate in retail, healthcare, finance or another
regulated industry, following the guidelines in this paper—and choosing tools that embed
these principles—will help you deliver exceptional experiences while staying compliant and
secure.
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